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BRELET77Vr—avyolfifito—%8

Y o Y
o Last Scanned Feb 2, 2023 2:38 AM CVE ID ¢ i | EndpointNa..{ 3 | Application Name ¢ i | Vendor ¢ i | Severity ¢ i | NVDBaseScorel : | DaysFro
Lol N Mext Scan Feb 9, 2023 2:30 AM
CVE-2021-4140 @ winl10-41 Mozilla Thunderbird 60.6.1 Mozilla @ Critical 10 (CVSS v3.1) 6 Days
Name s & | Vendor & & | Number Of Versions & & | Number Of Endpoints |,
CVE-2021-38503 @ win10-41 Mozilla Thunderbird 60.6.1 Mozilla @ Critical 10 (CVS5v3.1) 6 Days
VMware Tools VMware, Inc. 1 2
CVE-2019-11708 @ win10-41 Mozilla Thunderbird 60.6.1 Mozilla @ Critical 10 (CVS5v3.0) 6 Days
Sentinel Agent Sentinel Labs, Inc. 1 2
| > CVE-20192-9800 @ win10-41 Mozilla Thunderbird 60.6.1 Morzilla @ Critical 9.8 (CVS5v3.0) 6 Days
Microsoft Visual C++ 2015-2019 Redistributable - I Microsoft Corporation 1
CVE-2019-9819 @ winl1l0-41 Mozilla Thunderbird 60.6.1 Mozilla @ Critical 9.8 (CVS5v3.0) 6 Days
OpenHashTab J{—23 > Nam{ < — KN A E— 1
ij‘gﬂ / I~ 75 "‘5‘%7"_\ ) ‘\A [Z] CVE Details O Endpoint Details
Mozilla Thunderbird Endpoint Name s Endpoint Type & 3 | OS ot | 0S Version s | A Moszilla Thunderbird 60.6.1 by Mozilla [ %Egnl‘imgim %%ZT‘ J Endpoint Name
in10- i i CVE-2019-9819 winl0-41
Mozilla Maintenance Service E winl0-41 Desktop Windows Windows 10 Pro 19045 S m El
Published  Jul 23, 2019 G
: : B win2019-111 Server Windows Windows Server 2019 Standard 177... S Detected  Feb 2, 2023 (6 days ago)
Mozilla Firefox ’ LS SentinelOne Japan /01 / Group-01
Description .
Microsoft Update Health Tools Microsoft Corporation 1 1 Domain
Avulnerability was found in Mozilla Firefox, Thunderbird and Firefox ESR
(Web Browser) (affected version unknown). It has been declared as LAB
Microsoft OneDrive Microsoft Corporation 1 1 problematic. Affected by this vulnerability is an unknown functionality of
the component Fetch APL. Upgrading eliminates this vulnerability.
Microsoft Office Professional Plus 2013 Microsoft Corporation 1 1 [ & View On MITRE ] 2 View On NVD
[ cve.org CTEHHRES? ] [ NIST TEHlFERD ]
% L
- P —3 2 B RN IR E 33z hiT
IV FFRA YV MZEASNTWSE 77V r—2 avigiEz e HARIC c YRAMETBHIEHNTEET,
1 > - +B AN — 1% -_— () — 8§ IS 1% ~ -~ [} - \\i —
¢ %Eﬁlﬁﬁ‘*ﬁﬂiéhtiﬁntiCVEID&‘.?‘ELi‘ )7 Uﬁ- v/ 'i‘ xI I“'j:’f/l‘ﬁ‘ ll\énij-o
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USB - BluetoothT /84 R I

Firewall D& E

SENTINELS I>RMa>t  #4 Rus—  JSwIURE  BISEE Ry bD—J88 FRCAREE FoIIdL—prRUS— JIL—TRER SENTINELS I>®MRa>bk &7 RUS—  TSwIUAR BIEE FybRO-I6#  F/C2E8E8 7T JL-RRUS - JIL-TREH
Block-USB Create New Rule |
m Rule Values
USB « Select
ICMP-Drop-192.168.2.254
Rule name Block-USB r * Rule Name ICMP-Drop-192.168.2.254
OS Type 2 Windows v
PR —
E] Interface UsB e =R * OS Type = Windows Action  Block
{7_1 Scope  SentinelOne Japan -> Tokyo -> Sales-01
=
Rule Type A —ID e ﬁ Tag as EE= Rule parameters
= JJ77)LID Tip! You can press tab to move to the next parameter
Scope SentinelOne Japan -> Tokyo -> Sales-01 . .
JOo5I k1D Type... JaraL
Description
Action (") Allow Read & Write () Allow Read Only @) Block P Sm Any
Scope SentinelOne Japan -> Tokyo -> Sales-01 S5 Any
=R [
. ERAAT]
P > 7ANE- (T e 0 FER ) ; /'- =
(97 7742 f . Action () Allow @ Block O—JJLRA > Any
@ OneDrive - Personal TIMALESAT ) @ OneDrive - Personal v FIMALEIAT (3) - —
JOk- 7429 F347 (&) ] T0E- FART K31 () - O-7lb F427 (C)
B -H B g - 1 23.1 GB/59.9 GB @ Firewall Controlis on O—FJLR— b Any
= USB K517 (E) = ESTvi .
DVD K547 (D) CVD F547 (D) - i
& Fuho-y T o> x 2 2| Fozay i | Jordik i | O-ALRA
UE—R— Any
(] ICMP-Drop-192.168.2.254 Block ICMP Any
Block-Bluetooth Block-Bluetooth UE—RR - Any
# JRO-JL [ IL¥E ATOIRO-JL JCRIVE S ¥Windows Defender J74 74—
<« « 4 @« FATOIY.. » Windows Defender I7{ PoA—lr v | B O —23> Al
Rule name Block-Bluetooth ~A—ID A () Specifi
> @ Any () Specific . _ Windows Defender 774 794 —Il{Z53 PC VIR
IO SR =L
Interface Bluetooth - (74 Windows Defender 774 70— ILc&a T, (\Wwi-FEHEEE0EIYIMIITICED VS - Ry bEEERY M- FES
. — . * Windows Defender J7{ 74— LEFOt AL TESLIICEYET.
055 1D @ Any ) Specific WERLET T St ldEesra
3 = - THEME oA 1 r—<97, i i G
Rule Type J\— BT SR - G BEAREOEE | ) ZheNBE L, A FFUT—<32 SentinelOne Firewall CEESTNET
& Windows Defender 774 77— -
hossikdki st @ KA o RT—4 (M) EEEH )
. - . = \ EEELRT
Scope SentinelOne Japan -> Tokyo -> Sales-01 IS5 An () Specific = 7= AR v ® .
iy v ! ® Ay O s © ==oz B 75 mubo-om) EEINTE A O
= = s Fy -2 05T Na-F40Y . —
Action O Allow @ Block RAF—O5A ® Any NAFT T2 AEER = B 7zesm0v07 7ob7-50) EHENUERA O
p— N

Firewall IZOSEIT{ER L TWAFirewall 2332 ¢ b TEET
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v b7 =0 EOBEROEAE A4 R M) EE : Singularity Ranger (77 K7 )
B LR —8

SECURED STATE DEVICE REVIEW DEVICES (TOTAL: 8) 0S TYPE
O o-szs—33> 4 8 v 2 am  Windows Linux , T EOAq
3 . o O 2 L
Secured £3 2y -7 2 @ 0
Allowed Apple Uni ~
TOTAL: m TOTAL: N N — 0 . LS == !
ST ES 0
8 Unsupported 8 L2 U5 D SO (J 0 U o @ 0
259 Not Reviewed S Fure— 0 CH e 0
" L= — Windows A X
Unsecured a8 o WYSE
[ e 0 i 2hL—3 0 e 0 D
Scanning Network... — _
Latest scan finished at Feb 8, 2023 09:32 8 ltems 201 v BShL v @ TIAR—P
() #47¢ & | PPRLR s 1 |os o oi | FrrmE t | os/t-Tsy s i | mEmeE : | RRARE | MacT RLZ P R P | FRALEa- | TeP— : | upPA— t | mEs : | wEem s i | BeETEE N
«l1 0O B8 192.168.99.71 2= Workstation Windows 10 Pro @ secured win10-41 00:50:56:26:55:f6 LAB ° (agent ) Dec 15, 2022 16:12:00:120 Feb 8, 2023 09:32:56:3256
M = 192.1684.41 LH Workstation Windows 10 Pro @ secured win10-41 00:50:56:26:09:23 LAB (] 3389 [‘agent | Dec 15, 2022 16:12:00:120 Feb 8, 2023 09:32:56:3256
v E] @ 192.168.1.111 == Server Windows Server 2019 Sta... ° Secured win2019-111 00:50:56:26:07:35 LAB ° £ ) N =L | agent | Jan 10, 2023 14:25:56:25... Feb 8, 2023 09:32:56:3256
v D @ 192.168.1.1 == Server Windows Server 2019 Sta... e Unsecured _Ildap 00:50:56:a6:6a:a2 A 9 Not reviewed L T ( n_ew'ghba | Jan 10, 2023 21:24:03:243 Feb 8, 2023 08:37:14:3714
FH359% . é Router Generic 3 Unsupported L 00:0c:29:8c:2c:6e A e Not reviewed L L ( De\'ghboz | Jan 10, 2023 21:24:03:243 Feb 8, 2023 08:37:14:3714
I—>x> DEHM
° Secured Unsecured ° Unsupported
o b Ayry U Sty — Y1y bERS GBEREE Y
SO I—CxvMERFE I-—-YzviXRERA I-—YrvbFERAAGEEESLTY
FIAZD T4 2 H—T > EE S
FTHAA L1 —FERTS
I—>zv bRERHD - [ Z =M v X ZITHZEHLTEET
o FO— oSl -z b 3] J —FIZx L TERRA ~ P—IL%ZiTH Z T
" D= NS R

IV FRAVMIEALIEI -V bV, FBELEER - F—F - 37y MICHLTEIHRNICZRF v HEITINET,

c I—V v PREBATNAZADOERER., BHRENTWSHR— MEREHR TSI LN TEXT,
c AEEZBAWMET DT FRA Y FRERIICIEET 22 A TEXT,
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P
WEHE IVFERAVF SentinelOneZ 777 F
g;_- I . {2 A "II' BRE®R -0 C'E}

ERPR / B oTie=
IV FFHEAVF
AERDAI THREN
Detection Engines @ o
@

- Hash7 7 4 WEBE&

-

- IRBE LS (A R
- ARV MBS

A V51 (Al
4

—

@ =59a1 (9

@D static Al - Suspicious (2)

@D Bchavioral Al - Executables (7)

@ bBFaANRIUT R

@ SILL—TA @

@ F~EHE/ D7 LA (R

@ EENCE=L<RnTIUs—23> ()

() Application Control (Containers only) @

@ IS5+ TRBREEEY O

~

/

IV FERAY POAIDBEL TEA - NEBZITH-O

* Core

e

o

(REE—FIC2oDE— FZIEH
~TPYFIANRNEERS ATHE ~

1B18 (BEFR) - EXE THEHEEITSINS
biX(E + BEEEICK BRETEIB

{R3& (Protect) €E—F

1&%0 (Detect ) E— F ilvk=

Protection Mode

Malicious Threat

‘ Detect ‘ SO RO CFEEE

Suspicious Threat

Alerts Only

| RET-FUEBRTBOBESEETE

Protect Level

v

)

O

TOTADEL C Rt

2

o—JL\v4o

[ BHE-—FRRy F7—2h>0RBLTE |
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v
@ v D—o0uH @
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